Image Stream Medical
One Monarch Drive
Littleton, MA 01460

Phone: 978-486-8494
Fax: 978-428-2694

IMAGE
STREAM

Microsoft Update and PHP Update
Monthly Notification

Summary: This notification contains information about Microsoft security updates released this month and approved for
implementation on the ISM nStream and VaultStream platform. The only updates listed are those considered to be of a security or
critical nature. Only the updates listed below have been validated with the nStream G3, nCareRX/MX, EasyLink Router, Thin
Client, Status Board Engine, MedPresence Stand-Alone, All-In-One Client, and VVaultStream systems.

Also included is information on the latest PHP updates that are approved for the v8.x and up VaultStream systems.

Product: nStreams, nCares, and Thin Clients connected to a network and VaultStream, as well as the Status Board Engine.

Date: July 13,2018

Critical Security Bulletins (Obtained from Microsoft):

NOTE: Image Stream Medical does not approve MS updates KB975560, KB975562, KB2631813 or KB2780091 and strongly

suggests they be excluded from automatic update scenarios. Failure to exclude these updates will result in equipment performance
issues.

Approved Updates:
July 2018 Updates

KB Number | Platform | Title

nStream v5.4 Updates

KB2952664 | nStream Update for Windows 7

KB4284826 | nStream 2018-06 Security Monthly Quality Rollup for Windows 7 for x86-based
Systems

KB4338818 | nStream 2018-07 Security Monthly Quality Rollup for Windows 7 for x86-based
Systems

KB4340556 | nStream 2018-07 Security and Quality Rollup for .NET Framework 3.5.1, 4.5.2, 4.6,
4.6.1,4.6.2,4.7,4.7.1, 4.7.2 for Windows 7

KB890830 nStream Windows Malicious Software Removal Tool - July 2018

VaultStream v5.3, 8.0.x, v9.0.x Updates

KB4099633 | VaultStream

2018-05 Security and Quality Rollup for .NET Framework 3.5.1, 4.5.2, 4.6,
4.6.1,4.6.2,4.7, 4.7.1 on Windows 7 and Server 2008 R2 for x64
Cumulative Security Update for Internet Explorer 11 for Windows Server
2008 R2 for x64-based Systems

KB4103768 | VaultStream

KB4284826 | VaultStream 2018-06 Security Monthly Quality Rollup for Windows Server 2008 R2 for
x64-based Systems

KB890830 VaultStream Windows Malicious Software Removal Tool x64 - June 2018

KB890830 VaultStream Windows Malicious Software Removal Tool x64 - July 2018

KB4339093 | VaultStream Cumulative Security Update for Internet Explorer 11 for Windows Server
2008 R2 for x64-based Systems

KB4338818 | VaultStream 2018-07 Security Monthly Quality Rollup for Windows Server 2008 R2 for
x64-based Systems

KB4340556 | VaultStream 2018-07 Security and Quality Rollup for .NET Framework 3.5.1, 4.5.2, 4.6,

4.6.1,4.6.2,4.7,4.7.1, 4.7.2 for Windows 7 and Server 2008 R2 for x64

EasyLink Router v8.0 Updates

KB4134651 | ELRv8.0 2018-05 Security Update for WES09 and POSReady 2009 for x86-based
Systems
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KB4230467 | ELR v8.0 2018-06 Security Update for Windows Server 2008 for x86-based Systems

KB4293928 | ELR v8.0 2018-06 Security Update for WES09 and POSReady 2009 for x86-based
Systems

KB4294413 | ELR v8.0 2018-06 Security Update for Windows Server 2008 for x86-based Systems

KB4291391 | ELR V8.0 2018-07 Security Update for WES09 and POSReady 2009 for x86-based
Systems

KB4134651 | ELR v8.0 2018-07 Security Update for WES09 and POSReady 2009 for x86-based
Systems

KB4339854 | ELR v8.0 2018-07 Security Update for WES09 and POSReady 2009 for x86-based
Systems

KB4339291 | ELR V8.0 2018-07 Security Update for WES09 and POSReady 2009 for x86-based

Systems

nCareRX v8.0 and v8.1, nCareMX/nSt

reamGX v8.0, v9.0, and Status Board Engine, 8.0 and v8.1 Updates

KB4284826

nCare-SBE

2018-06 Security Monthly Quality Rollup for Windows Embedded Standard
7 for x64-based Systems

pciclearstalecache_fdc5fc21af7572c604f50e0e7fof7a6c465835b4.exe

KB4284867

nCare-SBE

2018-06 Security Only Quality Update for Windows Embedded Standard 7
for x64-based Systems

KB4291493

nCare-SBE

2018-06 Preview of Quality Rollup for .NET Framework 3.5.1, 4.5.2, 4.6,
4.6.1,4.6.2,4.7,4.7.1 on Windows 7 and Server 2008 R2 for x64

windows6.1-kb4095874-
x64 13904512d1614bala336061e90f7078becf3be5a.msu

windows6.1-kb4019990-
x64 35cc310e81ef23439balec1fl1d7b71dd34adfe5.msu

KB4338823

nCare-SBE

2018-07 Security Only Quality Update for Windows Embedded Standard 7
for x64-based Systems

KB4340004

nCare-SBE

2018-07 Security Only Update for .NET Framework 3.5.1, 4.5.2, 4.6, 4.6.1,
4.6.2,4.7,4.7.1, 4.7.2 for Windows 7 and Server 2008 R2 for x64

windows6.1-kb4019990-
x64 35cc310e81ef23439balec1fl1d7b71dd34adfe5.msu

windows6.1-kb4338612-
x64 84fb0e66e8decff609beeed94fa73887b88155¢c6.msu

KB4340556

nCare-SBE

2018-07 Security and Quality Rollup for .NET Framework 3.5.1, 4.5.2, 4.6,
4.6.1,4.6.2,4.7,4.7.1, 4.7.2 for Windows 7 and Server 2008 R2 for x64

windows6.1-kb4338423-
x64 58b34908c283746456dd4b2b8c8b4d8e6b98fcf8.msu

windows6.1-kb4019990-
x64 35cc310e81ef23439balec1flld7b71dd34adfe5.msu

KB4338818

nCare-SBE

2018-07 Security Monthly Quality Rollup for Windows Embedded Standard
7 for x64-based Systems

pciclearstalecache 7ble71fc5a81cd30e0a46338caab6fb1d2880f2c2.exe

HP Thin Client v8.0 and EasyLink Router v8.1 Updates

KB4284867 | ThinClient-ELR v8.1 2018-06 Security Only Quality Update for Windows Embedded Standard 7
for x86-based Systems

KB4338823 | ThinClient-ELR v8.1 2018-07 Security Only Quality Update for Windows Embedded Standard 7
for x86-based Systems

KB4338818 | ThinClient-ELR v8.1 2018-07 Security Monthly Quality Rollup for Windows Embedded Standard

7 for x86-based Systems

pciclearstalecache 7e5c¢56007b7cac1057d85df3261a8a31b8d48ea9.exe

MedPresence Stand-Alone v9.0.x and All-In-One Client (works with v9.0.x and 10.x)

One

KB4132216 | MedPresence-All-In- 2018-05 Update for Windows 10 Version 1607 for x64-based Systems
One
KB4284880 | MedPresence-All-In- 2018-06 Cumulative Update for Windows 10 Version 1607 for x64-based

Systems
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KB4284880 | MedPresence-All-In- 2018-06 Delta Update for Windows 10 Version 1607 for x64-based
One Systems
KB4287903 | MedPresence-All-In- 2018-06 Security Update for Adobe Flash Player for Windows 10 Version
One 1607 for x64-based Systems
KB4284833 | MedPresence-All-In- 2018-06 Cumulative Update for Windows 10 Version 1607 for x64-based
One Systems
KB4338814 | MedPresence-All-In- 2018-07 Cumulative Update for Windows 10 Version 1607 for x64-based
One Systems
KB4338814 | MedPresence-All-In- 2018-07 Delta Update for Windows 10 Version 1607 for x64-based
One Systems
KB4338832 | MedPresence-All-In- 2018-07 Security Update for Adobe Flash Player for Windows 10 Version
One 1607 for x64-based Systems
ES4K v10.0.x - BlizCon
KB4284880 | BlizCon 2018-06 Cumulative Update for Windows 10 Version 1607 for x64-based
Systems
KB4287903 | BlizCon 2018-06 Security Update for Adobe Flash Player for Windows 10 Version
1607 for x64-based Systems
KB4345418 | BlizCon 2018-07 Cumulative Update for Windows 10 Version 1607 for x64-based
Systems
KB4338832 | BlizCon 2018-07 Security Update for Adobe Flash Player for Windows 10 Version
1607 for x64-based Systems
KB4338814 | BlizCon 2018-07 Cumulative Update for Windows 10 Version 1607 for x64-based
Systems
ES4K v10.0.x - nCareRX2
KB4284880 | nCareRX2 2018-06 Cumulative Update for Windows 10 Version 1607 for x64-based
Systems
KB4287903 | nCareRX2 2018-06 Security Update for Adobe Flash Player for Windows 10 Version
1607 for x64-based Systems
KB4338832 | nCareRX2 2018-07 Security Update for Adobe Flash Player for Windows 10 Version
1607 for x64-based System
ES4K v10.0.x - LSSB2
KB4284880 | LSSB2 2018-06 Cumulative Update for Windows 10 Version 1607 for x64-based
Systems
KB4287903 | LSSB2 2018-06 Security Update for Adobe Flash Player for Windows 10 Version
1607 for x64-based Systems
KB4345418 | LSSB2 2018-07 Cumulative Update for Windows 10 Version 1607 for x64-based
Systems
KB4338832 | LSSB2 2018-07 Security Update for Adobe Flash Player for Windows 10 Version
1607 for x64-based Systems
KB4338814 | LSSB2 2018-07 Cumulative Update for Windows 10 Version 1607 for x64-based
Systems
PHP Updates
None

For further questions concerning this notification please call Technical Support at (866) 376-6800.
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